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[bookmark: _Toc197938789]Introduction:

The audience for this document is Technology Services Staff.
This document covers the role of a TS representative assisting in specifying technical aspects of an RFQ or tender.
Technology Services (TS) should be asked to provide a representative on procurement exercise evaluation teams for procurement of any service or product that may have an ICT element to be addressed during the procurement exercise (tender/RFQ and clarifications), planning and implementation.
All elements of ICT should be covered by the TS representative, although they may be an SME in one technical area.  This will lead to better technical requirements discovery outcomes.  

Procurement Process:
The procurement process is administered by Finance.  The type of procurement exercise is dependent on the amount to be spent and whether there is an existing contract in place or procurement is via a request for quotes.  Further information is available from Finance - https://www.tudublin.ie/connect/finance/

[bookmark: _Toc197938790]ICT Project Office:

Please contact the Technology Services ICT Project Office (ICT PO) as early as possible (pre procurement) if you are running any procurement exercise that may impact  TS resources, systems or services.  Technology Services' resources are allocated to commitments across the University and work packages must be scheduled into the TS workplan well in advance.  Resources can, subject to availability, only be allocated to projects and work packages that support the TU Dublin Strategic Plan.  In particular, projects under the governance of the Transformation and Investment Board will be prioritized.
Please submit service requests including details via the Technology Services IT Service Desk-https://tudublin-amc.ivanticloud.com/Modules/SelfService/#serviceCatalog
Requests will be followed up and you may be asked for further details to ascertain what ICT Subject Matter Expert(s) (SME’s) may be required to assist.

[bookmark: _Toc197938791]Roles & Responsibilities (RACI):

R: Responsible     A: Accountable     C: Consulted     I: Informed
	Task
	TS Staff
	Non-TS Staff
(Leading the Procurement and PM)
	Suppliers/
Third Parties

	Request input from TS for procurement exercises that may have an ICT element to be addressed during procurement (tender/RFQ and clarifications), planning and implementation.
	
C
	
R
	
I

	Procurement exercise led by Non TS staff – leading and project management.
	I
	R
	I

	Procurement exercise led by TS staff – leading and project management.
	R
	I/C
	C/I

	Co-operate with assisting TS in the gathering of additional technical information if required from any prospective supplier(s).
	
R
	
R
	
R

	Advise the ICT PO that you are involved if the request comes directly to you/your team, not via the Project Office.
	
R
	
I
	
I

	Liaise with TS SME’s.
Staff assigned need to cover all TS areas including
1 – Security/data
2 – TS resources/skills required and timelines
3 – Technical/infrastructure
4 – Integration and reporting requirements
There may be one point of contact for the procurement exercise, but TS representatives should call on other SME’s if necessary to cover any knowledge/skills gaps.  This will lead to better technical requirements discovery outcomes.
	
R/C
	
I
	
I

	TS staff should use the checklist in this document to ensure all areas are covered.  This document is a living document and may be updated by TS staff if items need to be added or edited.
	
R
	
C/I
	
C/I

	ICT Project Office will liaise and request a TS resource to work on a procurement exercise if contacted.
	R
	C
	I




Technical Information that should be given to any prospective supplier [Checklist]:
Information should be given to the prospective supplier in any tender document/RFQ or during the clarification phase to ensure that technical detail is considered.  Information will vary by case.
(Not all items below will apply in every case)
	DONE
	N/A
	TASK

	☐	☐	Exact versions in use of on-premise O.S./applications/databases/services or SAAS versions.  
(In the case of an upgrade, replacement or enhancement).  
E.g. the exact version of CoreHR in use, as TU Dublin may not be on the most up to date version and it may not provide all available functionality and API connections expected.

	☐	☐	Sizing of any databases/storage currently in use.  
(In the case of an upgrade, replacement or enhancement).

	☐	☐	High level diagram of existing environment indicating hosting, firewalling, network connections, etc.
(Keep security in mind, do not include IP addresses, etc.   at the procurement stage).

	☐	☐	API connectivity that it is technically possible to use and support, if any, with existing systems.  Specify API details and versions if possible.
At a minimum, the system should support both RESTful APIs and flat file extraction for data exchange.
· We have an Azure Integration File Server, which will serve as a repository for extracted files, enabling stakeholder imports.
· Additionally, we have an Application Server where Python scripts can be used to connect with external provider APIs.

	☐	☐	A summary of any data feeds that are already available for use for integration, e.g. from Banner or CoreHR.

	☐	☐	SSO methods that may be used, e.g. via Azure, SAML or IDP via Edugate.  Any groups/filters currently in use to assign a cohort of users if relevant.

	☐	☐	Indicate that completion of the Cyber Security Questionnaire and Data Protection Impact Assessment (DPIA) may be required, if relevant.

	☐	☐	Email services must use secure protocols and be compatible with the use of DMARC for use with University domains.

	☐	☐	Other as required.

	NOTES
	
	



Technical Information that should be requested from any prospective supplier [Checklist]:
Requests should include: 
(Not all items below will apply in every case)
	DONE
	N/A
	TASK

	
	
	1 – Security & Data:

	☐	☐	Data Security - Request completion of the Cyber Security Questionnaire and Data Protection Impact Assessment (DPIA) if required.

	☐	☐	Commitment to complete the CSPAG process if they are the winning supplier.

	☐	☐	Confirmation that any product or service complies with the European Accessibility Act.

	
	
	2 - Technology Services Resources & Timelines:

	☐	☐	What Technology Skills and/or roles may be required for the project and/or implementation?  Request provision of a Roles and Responsibilities matrix covering Supplier & TU Dublin resources.  

If a technical role could be filled by the Function/School IS team, please confirm with the service owner that it does not need inclusion in the tender/RFQ.  

Examples (not exhaustive):
· Business Analyst e.g. identify data flows and business processes.
· Data Analyst e.g. identify, review and transform data.
· Developer (Code/Reporting/MS Forms) e.g. manipulate data, report output, development of a data input form, script creation.
· Integration e.g. integrate new system with user data from CoreHR or Banner via data files or API.
· M365 configuration
· Test Manager e.g. to manage and perform User Acceptance Testing (UAT) and/or systems testing.
· Single-Sign-On configuration e.g. facilitate users using existing Active Directory/Email credentials.
· Firewall configuration
· Digital Skills Trainer e.g. develop and deliver training to end users
· Network configuration
· Project Manager

	☐	☐	Estimated project/work timelines should be requested to feed into resource planning.  If possible during evaluation, provisional timelines should be passed by the relevant TS Manager to ensure resources may be available.  If resources will not be available, the service owner should be advised so that the tender/RFQ timings may be revised during the clarifications period.  Adequate notice must be given to TS to have technical resources assigned.

For information, details may be submitted to the ICT Project Office via this form when the project/work package is in planning to allow for TS scheduling.
ICTPO Form:  https://forms.office.com/e/dCAMRt3ubU 

	
	
	Technical Infrastructure Requirements:

	☐	☐	Hosting requirements – are servers required, on-premise (physical or virtual) or cloud provisioned?

	☐	☐	What network firewall configuration is required – what ports need to be opened?  Source and destination details will be required.

	☐	☐	Identity & Logins - Type of Single Sign-on required (if any) – Azure/SAML/IDP.  The cohort of users will likely be defined by the TU Dublin service owner.  Filtering of users and/or creation of an AD/Azure group may also require TS resources.

	
	
	Integration Requirements:

	☐	☐	Is there a data file required from a TU Dublin system, e.g. Core or Banner?


	☐	☐	If a data file is required, what are the options for the transfer?
At a minimum, the system should support both RESTful APIs and flat file extraction for data exchange.
· We have an Azure Integration File Server, which will serve as a repository for extracted files, enabling stakeholder imports.
· Additionally, we have an Application Server where Python scripts can be used to connect with external provider APIs.

	☐	☐	Is there a requirement for data filter/restriction before transfer?  Specify what data fields are required.  If necessary, can the fields be filtered out of a more comprehensive data file by the supplier?

	☐	☐	If direct API integration is intended, full API access must be provided.  
We will require access to the full API documentation from the provider. This includes endpoints, authentication methods, data formats, and any rate limits or restrictions.

	
	
	API Security & Access Considerations:

	☐	☐	API integrations will require IP whitelisting / VPN access and firewall approvals on both our server and the external provider’s side.  Details must be provided.


	☐	☐	Credential management will need to be addressed, including API authentication methods and access controls.


	☐	☐	Other as required.

	NOTES
	
	



Note re. TS resources - Limited Involvement Pre-September 2025:
Given current scarce resourcing of our ESS team, TS involvement before September 2025 may be limited to providing an Argos report to support a required data extraction from Banner.  
Integration requirements re data transfers from any data source are likely to be delayed.
Sufficient notice must be given for all TS resource requests.


[bookmark: _Toc197938792]
Appendix A:  Example usage of the procedure:

Request A:  A user emails the Project Office to ask for assistance in reviewing a tender for an academic software purchase.
ICT Project Office reviews requirements and requests a TS resource via the TS Management Team.  
Only one representative may be assigned, but they are expected to cover all TS areas, reaching out to other teams and SME’s if necessary.
[bookmark: _Hlk193467569]The checklist above re. information to be given and requested is followed by the TS representative on the tender/RFQ team.
An ICT Project Office pipeline work package is tracked and kept updated and is closed when complete.

Request B:  A user contacts a TS staff member or Manager to ask for assistance in reviewing a tender for a new SAAS service.
The Manager/staff member advises the ICT Project Office that they are working on the tender.  
Only one representative may be assigned, but they are expected to cover all TS areas, reaching out to other teams and SME’s if necessary.
The checklist above re. information to be given and requested is followed by the TS representative on the tender/RFQ team.
An ICT Project Office pipeline work package is tracked and kept updated and is closed when complete.

[bookmark: _Toc197938793]Appendix B:  Relevant Policies, Regulations, etc.

Data Protection and Security:
GDPR - https://www.tudublin.ie/explore/gdpr/ 
S.I. No. 336/2011 - European Communities (Electronic Communications Networks and Services) (Privacy and Electronic Communications) Regulations 2011 - https://www.irishstatutebook.ie/eli/2011/si/336/ 
CPSAG and external data hosting information and process - https://www.tudublin.ie/connect/technology-services/it-governance/external-data-hosting/

Procurement:  
All procurement queries should be directed to procurement@tudublin.ie   
https://www.tudublin.ie/connect/finance/etenders-thresholds-and-eu-legislation/
https://www.tudublin.ie/connect/finance/green-public-procurement/
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