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1. Introduction 
The purpose of this chapter is to outline the requirements for the management of TU Dublin (City 
Campus) records processed by or on behalf of TU Dublin (City Campus). Key requirements for records 
management are: 

• Retain all records (whether in paper, electronic or other recording medium) for the period required 
by, and to demonstrate compliance with, applicable laws; 

• Retain records containing personal information for no longer than necessary, as may be required 
by applicable laws; 

• Maintain adequate records for individuals who need access to them; 

• Halt records destruction upon receipt of service of legal processes, for example subpoenas, 
regarding those records; 

• Identifying and appropriately safeguarding records of value to TU Dublin (City Campus); 

• Assure the privacy and security of certain types of records; and 

• Retain those records necessary to retain essential corporate knowledge. 

 

2. Creating a Records Retention Schedule 

• The Head of Function is required to ensure that records / data retention schedules for records and 
data held in their area are created that define the length of time that specified types of records and 
data are to be retained as well as their final disposition and method of disposition.  

• While the Head of Function may delegate this responsibility to a member of staff in their area, the 
Head is usually the officer responsible for the initial collection / input and use of the data and 
synonymous with the “record owner” or the “information owner.”  

• Retention schedules have to be based on a determination of legal retention requirements as 
defined in relevant statutes and regulations, financial requirements, administrative 
requirements and operational requirements.  

• In considering how long to retain a record, Functional Areas have to consider data protection laws 
and regulation, the record’s importance, the need for retention including the likelihood of need for 
future reference, ease of re-creating the record’s contents from other sources, and the possible 
consequences of the record being unavailable in the future. The potential historical value of records 
is also a consideration.  

• Each employee creating or maintaining a file, whether in paper or electronic format, is responsible 
in conjunction with their Head of Function for classifying that file for retention or destruction in 
accordance with this policy.   

• Records Retention Schedules apply to both electronic and paper records held by TU Dublin (City 
Campus) and in the absence of any electronic records management systems, staff are required to 
employ good housekeeping practices in the management of electronic documents, i.e. employ a 
naming convention, have a back-up schedule, delete regularly (especially e-mails), use passwords 
as appropriate, produce paper copies if required to maintain the integrity of manual files, etc.  

• Electronic records should have the same retention schedules as their paper counterparts. In the 
case of electronic records, the Functional Areas which created or maintains these records have to 
formally agree back-up and recovery procedures with the TU Dublin (City Campus) ICT 
Department. 

• Following approval by the Head of Function, the schedules are to be forwarded to the Information 
Governance Officer who will review and liaise with the relevant area on any queries.   
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• Once all queries have been resolved, the Information Governance Officer will arrange for the 
retention schedules to be tabled for review and approval at the TU Dublin (City Campus) GDPR 
Steering Group and subsequently noted at the TU Dublin (City Campus) Operations and 
Resources Committee (ORC) prior to publication on the TU Dublin (City Campus) website.  

 

3.  Reviewing a Records Retention Schedule  

• The Head of Function is responsible for ensuring that reviews of retention schedules are 
carried out on a regular basis and in light of any legal or other relevant indicators. As a matter 
of good practice, at the very least, it should be re-assessed by the Head of Function after 3 
years and sooner if the nature of the records changes in anyway. 

• Changes to the retention schedules are to be advised directly to the Information Governance 
Officer together with reasonable justification of the change, e.g. information on relevant 
legislation, policy changes, working practice changes etc.  

• Once all queries have been resolved, the Information Governance Officer will arrange for the 
retention schedules to be tabled for review and approval at the TU Dublin (City Campus) 
GDPR Steering Group and subsequently noted at the TU Dublin (City Campus) Operations 
and Resources Committee (ORC) prior to publication on the TU Dublin (City Campus) 
website.  

 

4. Disposition of Records / Data  

• The Head of Function is required to establish a process to identify records that are expired 
and due for deletion. This process has to include frequency of processes operation (e.g. 
weekly, monthly, etc.). The processes should also include exceptions and halting procedures, 
where the records are required for investigations or legal claims, if this applicable to the 
specific Functional Area. This might arise where TU Dublin (City Campus) is subject to a 
request from a law enforcement or state security body to provide records, or where a record is 
required for the purposes of making or defending a legal claim. This should be in line with the 
processes. 
 

• After the records and data have been retained for the requisite time set out in the retention 
schedules, the Head of Function is responsible for ensuring that these are either destroyed 
securely by means of secure shredding or stored for the requisite period or permanently in an 
appropriate TU Dublin (City Campus) storage area utilising the Disposition of Records / Data 
Register.  
 

• The final disposition (either destruction or transfer to storage) of records is carried out following 
review of the TU Dublin (City Campus) Retention Schedules, as detailed in the Disposition of 
Records / Data Register Form in Appendix A, after which time the records / data are either 
destroyed or transferred to TU Dublin (City Campus) storage or Archives. Once completed 
these Disposition Forms will be circulated to and noted at the TU Dublin (City Campus) GDPR 
Steering Group 

• At the end of the relevant retention period all documents subject to this retention policy should 
be securely destroyed, which means deleting electronic files, discarding paper files in a manner 
consistent with the confidentiality of those files, and also deleting any back-ups. Records should 
be maintained of the document destruction process. 

• Destruction of records shall take place only in compliance with this policy to avoid the inference 
that any record was destroyed in anticipation of a specific problem. Please note that TU Dublin 
(City Campus) will treat seriously any destruction of documents before the retention period has 
elapsed and in particular destruction activity to avoid disclosing data that is subject to a legal 
requirement. 
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• If TU Dublin (City Campus) records have to be retained for longer than prescribed in the 
Retention Schedules a risk assessment should be carried out by the Head of Function to 
identify whether this extension of the retention schedule can increase a risk to rights and 
freedoms of individuals, and can damage TU Dublin (City Campus) in any way. Any decisions, 
with the input of the Information Governance Officer, that are made should be documented for 
future reference, and present for inspection when required. 

 

5. Records Retention Schedules  

Within the TU Dublin (City Campus) Record Retention Schedules are already in place and currently 
available in the following areas:  

1. Colleges and Schools  
2. Estates  
3. Financial Management & Accounting  
4. Governing Body  
5. Human Resources 
6. Health & Safety  
7. Information Governance  
8. ICT Services  
9. Internal Audit  
10. Library Services  
11. Procurement  
12. Quality Assurance, Academic Council, Appeals & Student Discipline   
13. Research & Enterprise  
14. Student Administration 

 

6. Monitoring and Compliance 

The Institute is committed to ongoing review, monitoring and periodic auditing of the control processes 
for ongoing compliance with Data Protection policies, procedures and guidelines. 

The Institute as part of this will review and audit existing controls over personal information by 
completing and updating detailed current state assessments of data protection controls and the 
development of a central register of personal data held by TU Dublin (City Campus)  (in both paper and 
electronic forms).  

Any member of staff or student of the Institute, or other individuals who come into contact with TU Dublin 
(City Campus), and who considers that the Policy has not been followed in respect of Personal Data 
about themselves should raise the matter with their Head of School / Function or the Information 
Governance Officer in the first instance. 

The Institute as part of this review will also complete and update detailed data flow lifecycles with 
personal data inventories which will classify the data as either personal data or sensitive personal data 
and categorise the data by Functional Area and identify a data owner for each category.  

Periodic spot checks on compliance with Data Protection policies, procedures and guidelines will be 
conducted by the Data Protection Officer with the input and support of IS where required. 

 

7. Accountability and Record Keeping 

Head of Function is responsible for the implementation of the policy within their Functional Area, and 
develop and implement procedures to support the compliance with the policy. It is important that 
Functional areas keep records and audit trails of their data protection practices in order to demonstrate 
compliance with the policy. 
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Functional areas have to provide these records to Information Governance Officer for inspection or 
consultation.   
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Appendix A. Records Retention Schedule Form: (Name of Function)  

This schedule has been reviewed by the (Insert Title of Head of Function) in light of experience and any legal or other relevant indications as 
follows: 

1.Records / Data 
Group 

2.Records / Data 
Description 

3.Data 
Classification 

4.Records / Data 
Retention 
Period 

5.Records / Data 
Rationale for 
Retention 

6.Records / Data 
Final Disposition 

7.Records / Data 
owner 
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1. Records / Data Group: Specify Records / 
Data Group e.g. Staff Files, Student exam 
results 

2. Records / Data Description: Description of 
files e.g.  Interview notes, minutes of meetings 
etc. 

3. Data Classification: See across* 

4. Records / Data Retention Period: Length of 
time which records / data should be retained 
for 

5. Records / Data Rationale for retention:  
Legal requirements as defined in relevant 
statutes and regulations, financial 
requirements, administrative requirements and 
operational requirements.  
 

6. Records / Data Final Disposition: Action 
when records / data exceeds retention date i.e. 
archive or destroy confidentially  

7. Records / Data owner: Position holder 
responsible for the records / data 

*3 Data Classification Description 

Public Non – Personal Data TU Dublin (City Campus) Information which is not 
prohibited by law to publish  

Private Non – Personal Data TU Dublin (City Campus) information which is 
subject to a confidentiality agreement, or the 
concerns financial, commercial, or intellectual 
property matters the disclosure of which would 
cause material loss. 

Personal Data TU Dublin (City Campus) data relating to a living 
individual who may be identified from the data. 

Sensitive Personal Data TU Dublin (City Campus) data relating to a 
person’s racial origin; political opinions or religious 
or other beliefs; physical or mental health; sexual 
life; criminal convictions or the alleged commission 
of an offence; trade union membership, personal 
data of a financial nature. 

Date Approved by Head of Function  

Data Reviewed by Information Governance Officer  

Date Noted by ORC  

Date of Last Review  
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Appendix B. Disposition of Records Register Form  

Function (Area / Office): ________________________________                         Proposed Destruction Date: 
________________________________ 

Record / Data Group Records / Data 
Description 

Volume of Records / 
Data 

Disposition by Archive / 
Transfer / Destruction 

Reason for Disposition 

     

     

     

     

 

Part I: Authorisation for Disposition of Records / Data 

I certify that, as the relevant Head of Function, the above listed records / data may be disposed of in line with TU Dublin (City Campus) Record 
Retention Schedule:  

 

Signature:     ________________________________    Date:       ________________________________ 

Print name:  ________________________________      Position: ________________________________ 

(Head of function) 

 

 

Part II: Records / Data Destruction Certificate (Please complete if records / data are to be destroyed) 

 

 

I certify that the above listed records / data were confidentially destroyed on ________________________________ (insert date of destruction) 

Signature:     ________________________________    Date:       ________________________________ 

Print name:  ________________________________      
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