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	Version
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	Status
	For Approval

	Approved by 
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	Approval date
	October 2026
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[bookmark: _Toc68686768][bookmark: _Toc242965954]2. Introduction / Context
Technological University Dublin (TU Dublin) is required under data protection legislation to keep personal data safe and secure and to respond promptly and appropriately in the event of a breach of security relating to personal data (hereinafter ‘data breach’).
[bookmark: _Toc68686769][bookmark: _Toc242965955]3. Purpose
This Procedure explains how staff, students, contractors and other persons acting on behalf of TU Dublin must report an actual, suspected or potential personal data breach. Prompt reporting enables the University to contain incidents, assess risks to individuals and meet its legal obligations.
[bookmark: _Toc68686770][bookmark: _Toc242965956]4. Scope
This Procedure applies to TU Dublin staff, students, contractors, service providers and any other person who processes personal data on behalf of the University. It applies to personal data in any format and wherever it is processed, including electronic and paper records, email, approved cloud services, portable devices and remote-working environments.
[bookmark: _Toc68686771][bookmark: _Toc242965957]5. Definitions 
Personal data is defined under GDPR as information which relates to a living individual who is identifiable either directly from the data itself or from the data in conjunction with other information held by TU Dublin.
Examples of personal data include, but are not limited to:
· Name, email, address, home phone number 
· The contents of a student record or an employee HR file 
· Details about lecture attendance or assignment/exam grades
· Notes of personal supervision, including matters of behaviour and discipline.

Processing is defined under GDPR as any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
[bookmark: _Toc68686772][bookmark: _Toc242965958]6. Procedure Details:
[bookmark: _Toc68686773][bookmark: _Toc242965959]6.1 What is a data breach?
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.
Examples include:
sending personal data to the wrong recipient;
loss or theft of a laptop, mobile phone, USB device or paper records;
unauthorised access to staff, student or other University records;
ransomware, phishing or another cyber incident affecting personal data;
accidental publication or sharing of personal data;
personal data being altered, destroyed or made unavailable.
If you are unsure whether an incident is a personal data breach, report it immediately. The Information Governance Office will determine the appropriate response.
[bookmark: _Toc68686774][bookmark: _Toc242965960]6.2 What to do immediately
[bookmark: _Toc68686775]Contain the incident - Where safe and appropriate, take steps to prevent further loss, disclosure, alteration or unavailability. For example, recall an email, ask an unintended recipient not to access and to delete the information, secure paper records, or contact Technology Services for urgent technical assistance.

Report immediately - Submit the TU Dublin Breach Notification Form or contact the Information Governance Office. Do not delay while gathering further information, investigating the incident or seeking management approval. Contractors and service providers processing personal data on behalf of TU Dublin must notify their designated TU Dublin contact and/or the Information Governance Office without undue delay in accordance with their contractual obligations.

Inform your manager - Notify your line manager as soon as reasonably possible. This is additional to, and must not delay, direct reporting to the Information Governance Office.

Preserve evidence - Do not delete relevant emails, records, logs or other evidence. Do not undertake your own investigation unless requested or authorised to do so by the Information Governance Office or another relevant University function.
	Important
Do not contact the Data Protection Commission, affected individuals, the media or other external parties about a TU Dublin breach unless authorised to do so by the Information Governance Office.



[bookmark: _Toc242965961]6.3 Information to provide 
[bookmark: _Toc57122116]Provide as much information as is available at the time, including:
what happened and how it was discovered;
the date and time of the incident and discovery, if known;
the systems, devices, files or records involved;
the categories of personal data and individuals affected;
the estimated number of individuals and records affected, if known;
who may have received or accessed the data;
the containment steps already taken;
the name and contact details of a person who can assist with follow-up.
any known or potential consequences for the individuals affected

A lack of complete information must not delay reporting. Additional information can be provided later.
[bookmark: _Toc242965962]6.4 Assessment and Management of a reported breach 
Following receipt of a report, the Information Governance Office will coordinate the assessment and management of the incident as follows:
Assess - Confirm whether a personal data breach has occurred and establish the known facts.
Contain and recover - Coordinate immediate containment, recovery and evidence preservation with relevant University areas.
Assess risk - Evaluate the likelihood and severity of possible consequences for affected individuals, taking account of the nature and sensitivity of the personal data, the individuals affected and any safeguards or mitigating measures in place.
Decide on notifications - Determine whether notification to the Data Protection Commission and communication to affected individuals are required.
Record, review and improve - Document the incident, risk assessment, notification decision and the reasons for that decision, together with any remedial action taken; complete a post-incident review; and monitor corrective actions.
[bookmark: _Toc242965963]6.5 Notification thresholds 
[bookmark: _Toc68686776][bookmark: _Hlk142042300]TU Dublin via the Information Governance Office, will notify the Data Protection Commission without undue delay and, where feasible, within 72 hours of becoming aware of a personal data breach, unless the breach is unlikely to result in a risk to the rights and freedoms of individuals. 
Where the breach is likely to result in a high risk, affected individuals will also be informed without undue delay unless an applicable exception under Article 34 of the GDPR applies. 
Do not contact the affected individuals about a TU Dublin breach unless authorised to do so by the Information Governance Office.
Where complete information is not available within the notification period, TU Dublin will make an initial notification where notification is required and provide further information in phases without undue further delay.
[bookmark: _Toc242965964]6.6 Roles and Responsibilities  
	Role
	Responsibility

	Staff, students, contractors and service providers
	Report suspected breaches immediately; take safe containment steps; preserve evidence; cooperate with the response.

	Managers and Heads of School/Professional Service area
	Support immediate reporting and containment; provide resources and information; ensure escalation is not delayed.

	Information Governance Office
	Coordinate the response; maintain the breach record; assess risk; coordinate and document notification decisions; manage required notifications; and monitor corrective actions.

	Data Protection Officer
	Provide independent advice and oversight on data protection obligations, particularly in significant, complex or high-risk incidents.

	Technology Services and relevant business areas
	Support technical or operational containment, investigation, recovery and remediation when requested.



[bookmark: _Toc242965965]6.7 How to contact us
For further information and advice about what to do in the event of a suspected data breach please contact: 

Information Governance Office–
· By email: dataprotection@tudublin.ie
· In writing: The Information Governance Office, TU Dublin, Blanchardstown Road North, Dublin 15, D15 YV78
· Online reporting: TU Dublin Breach Notification Form
· Tel: +353 1 220 7225; +353 1 220 7453; +353 1 220 5243; or +353 1 220 5264.

[bookmark: _Toc68686777][bookmark: _Toc242965966]7. Related Documents
This Procedure should be read alongside the following compliance and information security policies:

1. TU Dublin Data Protection Policy
2. TU Dublin Information Security Policy

[bookmark: _Toc242965967]8. Appendices
Data Breach Notification Form
[bookmark: _Toc68686780][bookmark: _Toc242965968]9. Document Management
[bookmark: _Toc68686781][bookmark: _Toc242965969]9.1 Version Control
	VERSION NUMBER
	VERSION DESCRIPTION / 
CHANGES MADE
	AUTHOR
	DATE

	1.0
	Initial Procedure
	Information & Compliance Working Group
	

	1.1
	Review and Update
	Information Governance Team
	27.07.23

	1.2
	Review and Update
	Information Governance Office
	25.06.25

	1.3
	Procedure updated to clarify breach reporting, management, notification and responsibilities.
	Information Governance Senior Manager
	15.10.26
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	VERSION NUMBER
	APPROVAL DATE
	APPROVED BY (NAME AND ROLE)

	1.3
	21/10/2026
	Head of Governance & Compliance

	
	
	

	
	
	



[bookmark: _Toc68686783][bookmark: _Toc242965971]9.3 Document Ownership 
Document Owner – Head of Governance and Compliance
Document Update - Information Governance Senior Manager

[bookmark: _Toc68686786][bookmark: _Toc242965972]9.4 Document Classification 
Document is classified as Public and is available to all staff, students and members of the public who wish to view it.
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