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	Document Information

	Author
	Project Manager, HR Records and Data Transformation 

	Owner
	Chief HR Officer

	Reference number
	N/A

	Version
	1

	Status
	To be approved by Chief HR Officer

	Approval date
	28 September 2026

	Next review date
	3 years from approval date

	Document Classification
	Public 
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[bookmark: _Toc240470182]2. Introduction / Context
[bookmark: _Toc68686769]On occasion a staff member or former staff member may wish to view their “employee file” (defined in section 6 below) that is set up and retained by Human Resources.  In addition, an authorised manager or an authorised external third party may, with legitimate business need, be entitled to review an employee file or information from the file of a staff member.  This Procedure is designed to advise on the process that is to be followed in the context of accessing an employee file and the process that will be followed by Human Resources in regard to that access.  It is also intended to ensure consistency, transparency, and compliance with applicable data protection legislation in regard to an employee file.

[bookmark: _Toc240470183]3. Definitions

For this procedure:
Employee File means the collection of paper and electronic employment-related records maintained by or on behalf of Human Resources. It may comprise more than one file (refer to section 6 below).
Personal Data means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person information relating to an identified or identifiable living individual.
Routine HR Access Request means a request for a readily identifiable HR record that may be fulfilled through normal HR administration, such as a copy of a contract of employment, leave records etc.
Internal Access Request means a request by an authorised manager for access to personal data concerning another employee for an authorised University purpose.
Data Subject Access Request means a request made by a data subject under Article 15 GDPR for access to personal data concerning that individual.
Authorised External Third Party means a person or organisation outside the University, including a solicitor, trade-union representative, insurer, auditor, regulator, law-enforcement body or family member.
Authorised Representative means a person whom the employee has validly authorised to act on the employee’s behalf.
Need-to-know means that the requester requires the particular information to perform an authorised function and cannot reasonably fulfil that function without it.

[bookmark: _Toc240470184]4. Purpose

The purpose of this procedure is to establish a consistent, transparent, secure and legally compliant process for:
1. an employee or former employee submitting a routine HR access request in regard to their employee file;
2. an internal access request to HR from an authorised University manager seeking access to an employee’s file or information from that file on a need-to-know basis;
3. an authorised external third-party seeking employee information; and
4. an authorised representative acting on behalf of an employee seeking access to an employee’s file or information from that file;
5. Human Resources reviewing, authorising, providing, recording and monitoring such access.

The procedure is intended to ensure that access is granted only where there is an identified, lawful and proportionate purpose and that the University protects the rights and interests of employees, third parties and the University.
[bookmark: _Toc68686770]
[bookmark: _Toc240470185]5. Scope

These Procedures apply to the accessing of an employee file pertaining to a current or former staff member or information from that file.  It applies to both digital and paper-based employee files.
This procedure does not confer a general entitlement on any person to inspect an employee file. The entitlement arising under Article 15 GDPR is a right to access and receive a copy of the requester’s personal data, together with prescribed information about its processing. It is not necessarily a right to receive every document in which the personal data appears. The Data Protection Commission describes Article 15 as encompassing confirmation that data are processed, a copy of the personal data, and information including purposes, categories, recipients, retention, sources and relevant automated decision-making.




[bookmark: _Toc240470186]6. Employee File Contents

An employee file is set up by Human Resources on the appointment of a staff member to the University (refer to New Starter Checklist for Employee File, Appendix 1) and may include:

· Recruitment, Selection and Appointment documentation of a successful candidate
· Details of previous employers, salary, pension history (as appropriate)
· Educational qualifications
· Contracts of employment / emails or letters
· Citizenship, work permits (as appropriate)
· Personal details including address, PPS, next of kin/emergency contacts
· Financial information including bank details, PRSI class
· Salary-related documentation
· Leaves of Absence (paid and unpaid excluding sickness absence)
· Cessation of employment 
· Pension details and correspondence
· General correspondence relating to employment

Sensitive HR records are segregated from the general employee file. These HR records are maintained by Workplace Relations and are subject to enhanced access controls within HR.  This may include HR records relating to:
· disciplinary issues
· a dispute such as a grievance or legal claim 
· dignity and respect at work complaints or investigations
· probation or performance improvement plans
· medical or sickness absence 

While this information may be provided by a requestor (refer to sections 3 and 4 above) what is being requested should be specifically detailed in the access request (refer to section 7 below).  

[bookmark: _Toc68686772][bookmark: _Toc240470187]7. Procedure Details
[bookmark: _Toc68686775]
7.1 Access by a staff member or former staff member to their own Employee File
Routine HR Access Request 

1. Submit a request by email to talentsupport@tudublin.ie outlining:
· Employee Name
· Employee Staff Number
· Purpose of access
· Information required (please specify what records are being requested - refer to section 6 above)
2. Human Resources will:
· assess the legitimacy of the request
· in consultation with a senior HR manager, consider any legal, industrial relations or employee relations implications with any of the information on file and should therefore should be refused, restricted or redacted;
· in the unlikely event that any information from the employee file is being refused, a summary of same and the rationale for refusal will be provided in the response to the staff member by Human Resources
· take a copy of the employee file with all information that is to be shared with the staff member; advise the staff member that a copy of the information will be available on a particular date and time for their collection or alternatively send a copy of the information by email; a senior HR manager will approve the copy of the information to be released
· update the “Employee File Access Log” with details of the request and the provision of the copy employee file.  
Notes:
1. A request made through an authenticated employee email account will ordinarily not require a copy of a passport, driving licence or other photographic identification.  The University shall request additional information to verify identity only where it has reasonable doubts about the requester’s identity, in accordance with Article 12(6) GDPR.  This may include a staff identification card, passport, driving licence or other photographic identification.  Only a visual assessment of the identification is required by HR.
2. Human Resources will arrange an appointment to view the employee file, or provide a copy of the relevant records, as soon as practicable and normally within four weeks of receipt of the request. 

7.2 Access by an authorised manager to an Employee File
Internal Access Request 

1. An authorised manager should submit a request via an authenticated employee email account to the Chief HR Officer or a Deputy Head of HR outlining:
· Employee Name
· Employee Staff Number (if known) to the requestor
· Purpose of access
· the information required (please specify what records are being requested - refer to section 6 above)
· Confirmation that the information will not be used for another purpose
2. Human Resources will consider:
· whether the requester is the correct role-holder to provide the information to;
· the specific University function being performed;
· the applicable GDPR Article 6 lawful basis;
· whether the purpose can be achieved without disclosure;
· whether an extract or summary would suffice;
· the minimum information required;
· third-party rights and confidentiality obligations;
· whether consultation with the Data Protection Officer, Legal Services or Employee Relations is required;
· appropriate security, use, retention and deletion conditions.

Access by an authorised manager may be granted by the Chief HR Officer or a Deputy Head of HR only where they are satisfied that the manager has a need-to-know requirement for information from the employee file.  No manager is entitled to unrestricted access to a complete employee file solely because the staff member reports to the manager.
Where possible, HR shall provide a verified answer, report, extract or specific document rather than the complete file.  Information required will be provided by HR to the authorised manager at the earliest opportunity.  

The information should be treated as confidential, only be used for the purpose intended and should be destroyed by the authorised manager in accordance with the HR Records Retention Schedule.

7.3 Access by an authorised external third-party or authorised representative to an 
Employee File

Access by an external third party (e.g. legal advisors, auditors, regulatory bodies) or an authorised representative to information relating to a staff member retained by Human Resources may be granted by the Chief HR Officer or a Deputy Head of HR where:

· there is a legal basis for disclosure;
· the relevant Data Sharing/Data Processing Agreement is in place;
· appropriate authorisation has been provided to Human Resources; and
· confidentiality requirements are maintained.

An authorised external third-party or authorised representative should submit an email request to the Chief HR Officer or a Deputy Head of HR outlining:
· Employee Name(s)
· Employee Staff Number(s) (if known) to the requestor
· Purpose of access
· the information required (please specify what records are being requested - refer to section 6 above)

Access by an authorised third-party or authorised representative may be granted by the Chief HR Officer or a Deputy Head of HR.  HR will provide a copy of the information required to the authoised manager at the earliest opportunity.  

In the case of 7.2 and 7.3, HR will update the “Employee File Access Log” in the normal way unless the access request is the subject of an internal or external audit or is required by the University legal advisors.  In such cases, there is an agreement between the University and the auditors/legal advisors to provide information from an employee file as required. 

[bookmark: _Toc240470188]8. Employee File Access Log

Human Resources will maintain an Employee File Access Log for all requests which will include the following information:

· date and method of request;
· name and category of requestor (refer to 3 and 4 above);
· name of employee concerned;
· specific records requested;
· stated purpose;
· confirmation of identity of requestor (where appropriate);
· person who collated the information from the employee file;
· person who decided release, refusal, restriction or redaction (where appropriate);
· disclosure date and method.

[bookmark: _Toc240470189][bookmark: _Toc68686776]9. Approval Process
This Procedure has been approved by the Chief HR Officer and is considered active.

[bookmark: _Toc240470190]10. Change Process
[bookmark: _Toc68686777]This Procedure will be published on the HR website as it is a change to the current approach to accessing an employee file and it will be communicated to all staff via the University Newsletter. 

[bookmark: _Toc240470191]11. Related Documents
[bookmark: _Toc68686778]
New Starter Checklist for Employee File (Appendix 1)
https://www.tudublin.ie/media/website/explore/foi/documents/retention-schedules/Human-Resources-Retention-Schedule.pdf
https://www.tudublin.i70762e/explore/gdpr

[bookmark: _Toc240470192]12. Conclusions 
[bookmark: _Toc68686779]
This Procedure is intended to ensure employee file access conforms to HR best practice and legislation insofar as is practicable, while maintaining the best possible standards and that business requirements are being fulfilled. The application of the Procedure is subject to audit through the University’s Internal Audit function.

[bookmark: _Toc240470193]13. Document Management
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	VERSION NUMBER
	VERSION DESCRIPTION / 
CHANGES MADE
	AUTHOR
	DATE

	1
	New “Employee File Access” procedure
	Project Manager, HR Records and Data Transformation 
	September 2026
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	VERSION NUMBER
	APPROVAL DATE
	APPROVED BY (NAME AND ROLE)

	
	
	

	1
	28 September 20206
	Niall Eyre Chief HR Officer



[bookmark: _Toc68686783][bookmark: _Toc240470196]11.3 Document Ownership 
This Procedure is owned by the Chief HR Officer.

[bookmark: _Toc68686784][bookmark: _Toc240470197]11.4 Document Review 
[bookmark: _Toc68686785]This Procedure will be reviewed 3 years after approval or operationally as required by the University.

[bookmark: _Toc240470198]11.5 Document Storage                                                                                                                         
https://www.tudublin.ie/for-staff/human-resources/policies-procedures-guides--forms/


Appendix 1
 

New Starters Checklist for Employee File
 
Name: ______________________                                                                                       
                 
	1. PRE-OFFER STAGE
	RETENTION PERIOD
	Tick or NA
	Initials of HR Staff Member

	Pre Offer Notification
Acceptance Email 
	Permanently
 
	 
	 

	Educational Qualifications Parchments and Transcripts
	Permanently

	 
	 

	Statement of Post-Qualification Experience 
	Permanently
	 
	 

	Cross-check SRF and Register of Roles – Does this post require Garda Vetting?  If so, has Garda Vetting process been initiated?
 
	NA
	 
	 

	Satisfactory Garda Vetting Disclosure
Received. If not applicable, write NA 
	3 years if post subject to Garda Vetting
	 
	 

	Proof of eligibility to work in Ireland
(e.g. valid GNIB card – Stamp 4 or Work Permit) 
If not applicable, write NA
	Permanently

	 
	 

	Birth Certificate / Passport/ Driver’s License (proof of birthdate and/or ID) 
	Permanently

	 
	 

	Proof of PPS
	Permanently

	 
	 

	Next of Kin Details
	Permanently
	 
	 

	BIC/IBAN and Pay Mandate
	Permanently

	 
	 

	Compliance 
Read, understood and signed copy of the Safeguarding and Protection of Children and Vulnerable Adults Policy
 
	Permanently
	 
	 

	 
Read, understood and signed copy of the External Work Research, Engagement and Consultancy policy' if appropriate
 
	Permanently

	 
	 

	Salary
Evidence of public sector experience prior to 1st January 2011 (if required); If not applicable, write NA

	Permanently
	 
	 

	2. OFFER STAGE
	RETENTION PERIOD
	Tick or NA
	Initials of HR Staff Member

	Offer email issued after Appeal period 
	Permanently
	 
	 

	References
	Permanently
	 
	 

	Pre Employment Medical
	Permanently

	 
	 

	Salary Calculation Sheet if starting higher than point 1 of the relevant scale
	Permanently
	 
	 

	ASC 10 Form and
Pension Declaration Form
	Permanently
	 
	 

	2. APPOINTMENT STAGE
	RETENTION PERIOD
	Tick or NA
	Initials of HR Staff Member

	Appointment Form (Hourly-Paid)
	Permanently
	 
	 

	Appointment Letter
	Permanently
	 
	 

	Signed Contract of Employment
	Permanently
	 
	 

	Confirmation of Commencement from Hiring Manager or nominee
	Permanently

	 
	 

	Induction Forms
	Permanently

	 
	 

	Probation Forms
	Permanently

	 
	 


   
 This checklist was introduced from 1 June 2026 and is subject to operational review and the 
 HR Records Retention Schedule
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